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ABSTRACT

Due to the increased attacks on different applications, data security has become
crucial. Many modes can be used to operate the advanced encryption standard
(AES), some of which provide integrity, and some outperform other modes in
security and simplicity. In this paper, the chain block cipher (CBC) mode has
been modified to provide more security to the encrypted data by making it robust
against the bit-flipping attack and adding an integrity approach using the keyed-
hash function. In addition, using the keyd-hash function increases the number
of keys needed in CBC-AES to two keys, and this can make the proposed model
more secure against bruteforce attacks and Grover’s quantum search algorithm.
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1. INTRODUCTION
In recent years, cryptography has become a necessity in each organization to protect their information

and achieve the three main security standards: confidentiality, integrity, and authenticity (CIA), which are con-
sidered essential in every organization in the internet era [1]–[3]. Encryption techniques are varied between
symmetric and asymmetric encryption. Asymmetric encryption is more secure than symmetric. However, sym-
metric encryption is much faster than asymmetric, which is why many applications tend to use symmetric key
encryption for achieving data confidentiality [4], [5]. Researchers [6]–[8] have recently developed and surveyed
medical image cryptography algorithms to enhance the security of medical image transfer and manipulation.
Although these algorithms have proposed novel methods to enhance the security of medical image usage they
did not address the mode of operation of these algorithms. According to Ibrahim et al. [9], new technology
to prevent distributed denial of service (DDoS) attacks using a crypto-based algorithm was presented yet the
cryptographic mode was primitive. The use of our proposed mode of operation would result in a high rate
of prevention due to its reliability as will be proven in the discussion section. Generally speaking, there are
no fully secure encryption techniques because the security of any encryption algorithm depends on two main
criteria; the encryption algorithm itself, and the methods used to implement the algorithm. Thus, the encryption
algorithm being robust is not enough to achieve good security in any system. Therefore, many modes are used
in implementing AES; electronic code book (ECB) mode, cipher block chaining (CBC) mode, cipher feedback
(CFB) mode, output feedback mode (OFB), and counter (CTR) mode [10]. There is no mode used in advanced
encryption standard (AES) that can fulfill the CIA. CBC, for example, only meets confidentiality. On the other
hand, CTR achieves both integrity and confidentiality. It is noteworthy that increasing the security of any AES
mode can affect the system’s performance and complexity. CBC mode is preferable over ECB because in CBC,
if the same block of data is repeated through the plaintext, the resulting cipher will not be the same, unlike ECB.
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Nevertheless, there is a significant attack-bit flipping attack-on the CBC [11], [12], that’s why some applica-
tions try to use other mods that are robust against such attacks. Therefore, this paper proposed enhancements
over CBC mode, making it secure against bit-flipping attacks, adding an authentication tag for data integrity,
and increasing the key size, increasing the AES’s security. These enhancements can make use of CBC mode in
much broader applications. The rest of this paper is organized as follows; section 2 represents the related work.
The proposed enhancements are described in section 3. Section 4 discusses the result. Finally, the conclusion
of this paper is presented in section 5.

2. RELATED WORK
In the late twentieth century, Bellare et al. [13] proposed the CBC message authentication code

(MAC). Meaning that the ability to achieve message integrity and authenticity has been achieved using CBC
mode by setting the initial vector (IV) to zero, and the output of the last block in the original CBC mode will
be the MAC for the message. Sihite and Salman [14] have used the CBC MAC in their proposed e-voting and
e-recap system. Pirzada et al. [15] use the AES-CTR mod for achieving a message authentication tag. Many
researchers tend to enhance the AES algorithm itself to increase security and other impotent factors like time
and power consumption [16], [17]. In contrast, others proposed an enhancement on the AES mode [18]–[22].
Assafli and Hashim [18] proposed an enhancement on AES-CBC using the avalanche effects in reference one.
Their main contribution was to generate a different IV each time where the value of the IV will be conducted
from the unix timestamp. Unix timestamp consists of ten bytes, and only the first 8 bytes will be used in
Initializing the IV. Their approach generates two different ciphertexts for the exact plaintext. It has been shown
that their enhancement maintains strict avalanche criteria for 53%. Lee and Sim [19] also enhanced the security
of the AES-CBC algorithm for IoT devices by changing the IV and by changing the secret key periodically.
Two cipher keys were combined to generate a new key used in the AES encryption. Changing keys depends on
a predefined time, meaning if the time is the same as the predefined time, the key will not be changed. Updating
the cipher key consists of three main steps; shift operation, XOR, and changing the key’s time. Research by
Pillai et al. [23] provided a time analysis of the ransomware that uses the AES-CBC encryption algorithm.
Their results show that the encryption time depends on two main factors; the key size and the size of the data
to be encrypted. According to An and Seo [24] a new parallel optimization in implementing the XTS-AES has
been proposed to enhance the speed of the encryption process by modifying the XTS form to be implemented
to the GPU. Their model performance exceeds the implementation of the Openssl.

3. PROPOSED MODEL
As mentioned before, AES has many modes, every mode implements all AES operations, substitu-

tion byte, shift row, mix-column, and add-round key. However, each mode has its algorithm. For example
in ECB mode, the simplest way of implementing AES, each data block will be encrypted and placed in its
corresponding place in cipher text. In CBC, the first plaintext block will be XORed with the IV and then en-
crypted. The resulting cipher block is XORed again with the next plaintext block and then encrypted again.
Making the final cipher text depends on all plaintext blocks. Figure 1 illustrates how CBC mode works. It can
be noted that CBC provides data confidentiality nevertheless, CBC is vulnerable against bit flipping attack if
token = ciphertext(block1, block2, X) where x is the targeted block then: x = block2 ⊕ Oblock ⊕ Nblock;
where O-block is the original block before corruption and N-block is the new block that the attacker wants to
replace. In addition, CBC doesn’t provide any data authentication. As a result, an extra step is performed if
data authentication is needed, especially in case of a bit-flipping attack. Data authentication can be achieved
using HMAC, MAC, and many other data authentication algorithms. Therefore, the proposed model enhances
CBC mode to make it robust against bit-flipping attacks. In the proposed enhancement, the XOr operation will
be between the plaintext and the ciphertext hash. As a result, the attackers will not be able to determine which
bit of the hashed ciphertext will affect the plaintext. Inspired by CTR (AES-GSM) mode, all the hashes will
be XORed to get the authentication tag. The hash function used in the proposed is key hash meaning that an
extra key is needed. Using two keys in AES encryption isn’t new. In the XTS mode, two key has been used.
Figures 2 and 3 show the new CBC encryption, decryption structure. Starting with the encryption process,
encrypting the first plaintext block will be the same as the original CBC mode. However, the next plaintext
block will be XORed with the key hash of the previous ciphertext block. The ciphertext can be computed using:
ci = Ek1(Hash(ci−1, k2)⊕ pi).
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Figure 1. CBC mode [25]
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Figure 2. The enhanced CBC encryption
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Figure 3. The enhanced CBC decryption

The authentication tag can be calculated using the (add), which is authentication data, XORed with
the hashes of the ciphertext. Thus the sender will end up sending the encrypted message along with the au-
thentication tag and IV. Figure 4 shows the protocol between the sender and receiver. On the other side, the
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receiver will perform the decryption process shown in Figure 3. The process starts by decrypting the first
ciphertext block, with the received IV obtaining the first plaintext block. The second ciphertext block is de-
crypted and XORed with the hash of the previous ciphertext block. The decryption process can be written:
pi = Dk1(ci)⊕Hash(ci−1, k2).

The integrity can be assured using the authentication tag. The receiver can calculate the tag from
the received ciphertext. Starting from the (add) authentication data and XORed it with the Hash of the first
ciphertext and XORed the result with the hash of the next ciphertext. If the calculated tag equals the received
tag then the data integrity is guaranteed. Grover’s quantum search algorithm [26] will speed up the brute-force
attack. Therefore, the AES security level will be decreased by half [27].

Enhanced CBC
Encryption Enhanced CBCKey1, key2,

ADD,  IV
Key1, key2,

ADD

Ciphertext, Tag, IV

Plaintext Plaintext

Enhanced CBC
Decryption

Figure 4. The proposed enhanced CBC mode protocol

4. EXPERIMENTS AND RESULTS
In this section, the proposed model has been implemented and tested on different data types (text,

images of various sizes, pdf). Colab, which provides 12 GB RAM and 128 GB disk, has been used for imple-
menting the proposed model using python3. As in any AES mode encryption, the first thing is padding the data
if needed so that it can be divided into equal sizes of data blocks. Thus the public key cryptography standard
(PKCS) 7 has been used for padding the data. The data block size in the experiment has been set to 16 bytes.
As mentioned earlier, two keys have been used in the proposed model, each with 256 bits. The first key is
used to encrypt each block with AES, while the second is used for the keyed hash (blake2). Time analysis was
obtained on the proposed model and compared with the original CBC. The proposed model can be used on all
types of data. Therefore, the proposed model has been tested on three data types: text, images, and pdfs. Table
1 represents the time analysis when using the proposed model and the original CBC, considering the size of
each data type in bytes.

From Table 1, it can be noticed that adding security (using more than one key, adding a message
authentication tag, preventing bit-flipping attack) layers to the original CBC can affect the time. However,
additional time is considered to be negligible. It is worth mentioning that parallelism hasn’t been taken into
consideration during the implementation. A brief comparison between the original CBC mode, the enhanced
model, and CBC-MAC can be represented in Table 2. CBC can provide decryption parallelization, while
CBC-mac is used only for providing data authentication rather than data encryption. The proposed model
has advantages over the aforementioned modes; it provides authenticity with a parallelization technique for
decryption. Moreover, the number of keys required has doubled.

Table 1. Time analysis
Data type Text Image PDF
Size (types) 3020 512×512 756823
Enhanced CBC encryption (sec) 0.019 0.52 1.42
CBC encryption (sec) 0.0098 0.37 1.03
Enhanced CBC decryption (sec) 0.014 0.53 0.37
CBC decryption (sec) 1.03 1.42 1.07
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Table 2. Comparison
CBC Enhanced CBC CBC-MAC

Decryption parallelization ✓ ✓ -
Integrity × ✓ ✓
Robust against bit flipping attack × ✓ ✓
Encryption parallelization × × -
Number of key needed 1-key 2-key 1-key

5. CONCLUSION
This paper proposes a modification to AES-CBC mode to make it robust against bit-flipping attacks

since the xor operation becomes between the plaintext and the hash of the previous ciphertext, making it almost
impossible to determine from the hash which bit will affect the plaintext. In addition, an authentication tag
has been added to the proposed enhancement, achieving two necessary security standards: confidentiality and
integrity. Moreover, by using keyed hash, the number of keys has increased to two, which adds a security layer
to the original AES-CBC. In other words, using two keys increases the executive search space, keeping the
security level at 128, against Grover’s quantum research. It has been concluded from the implementation that
the proposed model can be used in various applications, and the extra steps (keyed-hash, calculating the hash)
can affect the time. However, the additional time is considered negligible when compared with the original
CBC. It can be noticed that the proposed mode is not considered a lightweight crypto design for IoT since the
number of time needed to apply encryption and hashing are equal to the number of blocks. In addition, the
proposed mode’s error propagation (if one-bit changes) affects all bits in the following two successive blocks.
Finally, two independent keys need two key-exchange protocols. For future work, hardware design for the
proposed mode by FPGA, with parallelization technique, can be considered.
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