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1. INTRODUCTION

Recently, spectrum occupation results in lack of resource, and cognitive radio (CR) is introduced as
technique to provide network with higher the spectrum efficiency. In CR, users in the secondary network are
able to dynamically access the licensed spectrum provided by primary network [1-3]. In the current researches
about the cognitive radio networks, two popular kinds of CR network are employed, such as underlay and/or
overlay spectrum sharing strategies. The unused licensed spectrum is reused by secondary users to access
network and collision is prohibited with the primary transmission, and such is called as the overlay strategy
[4-6]. By controlling the interfere to the primary receivers under a threshold, the secondary network applying
the underlay strategy, and it then shares with the primary users in term of licensed spectrum. Advantages of
CR can be determined in various works such as [7-9].

To further improve the spectrum efficiency, non-orthogonal multiple access (NOMA) technique is
also introduced, it benefits to wireless network by allocating multiple users using different levels of transmit
power to access the same frequency [10-12]. The receiver need to distinguish the different signals, and it
requires operation of successive interference cancellation (SIC) [12]. The NOMA based CR networks are
studied recently. Taking advantages of both the cognitive radio and NOMA techniques, it will benefit from the
spectrum efficiency and massive users connected [13].

It is necessary to put our concerns on information security for the cognitive radio networks in which
NOMA is activated. Advantage of spectrum sharing nature in the cognitive radio benefits to CR-NOMA net-
works, however it is vulnerable to be eavesdropped since the eavesdropper can pretend to be a secondary user.
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Recently, secure performance is presented in the context of NOMA implementation [15-24]. Motivated by
these papers, we consider secure outage probability of CR-NOMA.

2. SYSTEM MODEL

In Figure 1, the considered system contains secondary network including base station BS, and N
relay nodes, two destination Uy, Us, one eavesdropper £, We denote h,, as channel dedicating to node u, and
it follows Rayleigh fading model with channel gain A,. It is noted that Pg is transmit power at BS and it is
limited under constraint with the primary network. The interference channel from BS to the primary network

is hsp.
Primary
Network

Secondary
Network

Figure 1. System model of CR-NOMA with eavesdropper

The transmit power constraint is limited at B.S

I
Pg <min [ ——, Ps (D
|hspl

where Pg and I is maximum average transmit power at the BS and interference temperature constraint (ITC)
at primary destination Pp.
In the first time, R receives the following signal

yr = hr, (\/alpsﬂﬁ + \/G2PS332) +ng, 2

where hp, is the channel between B.S and R, the AWGN noise terms at R is ng, indicates. To decode
signal z; and x5 at R, the signal-to-interference-plus-noise ratio (SINR) and signal-to-noise ratio (SNR) can
be respectively written as (3)

71 _ a’lps|h’Rn|2 (3)
b= — 5]
azpslhr,|” +1
where pg = % is the transmit SNR at the BS.
At relay relying SIC, the received SINR at R to detect its own message x is given by (4).
Vi = azps|hpal” @)

In the next phase, signal \/a1 PrZ1 + a2 PrZo is forwarded by relay R to U;,¢ = 1,2. We denote P is the
transmit power at R. U; receives the following signal
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yu, = hu, (Va1PrT1 + Vaz Pris) + ny, Vi€ {1,2} )

in which the AWGN noise terms is ny, measured at U;. hp, is denoted as the channel between Relay and U;.
Further, principle of NOMA applied to U; with higher power factor, it can detect ; by considering 5 as a
background noise with the following SINR

a’lpthUl |2

—_— (6)
asprlhen | +1

YU, =

where pg = % is the transmit SNR at R.

To continue detecting procedure, Uz needs SIC to decode z; while considering its own data Zy as a
noise. The SINR is written as (7).

N a1pr|hu,|” o
2,T1 a2PR|hU2 |2 11
In this regard, U, detects its own signal and the corresponding SNR is given as (8).
Vaas = a2pr|ho, | (8)

Unfortunately, eavesdropper steals information from the selected relay, the received signal at £ is
given as (9)

Yye = hg (\/ a1 PeT1 + «/ (I2PECE1> +ng )
where ng is the AWGN noise terms at £. The channel between Relay and E is A g. Then, SNR at E is given as

vgi = aipplhe’ ie{1,2} (10)

where pg = ];—’2‘3 is transmit SNR at E.
The secrecy capacity for U; is computed as (11).

+
|1 1 4+ min (’y}%, ’YUI)
Cr= l210g2 ( 1+ s, (11)

where [2]* = max [z, 0] .
Similarly, the secrecy capacity for Us is formulated as (12).

+
1 1+ min (7%, Y0,
51082 ( min (7, 0. 2)>] (12)

C f—
? 1+ g,

The criteria to select relay n* is defined related the best channel given as (13).

? (13)

*

n* = arg max |hg
g max |hg,
1,2,..,.N
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SECRECY PERFORMANCE ANALYSIS

Secrecy outage probability of U
SOP performance at user U; is computed by (14)

3.
3.1.

PFOP =Pr(Cy < Ry)
: 1
_pr <1 + min (’YR,'YUl) < 2231>

1+7e,
a1ps|hr,. ‘2 aipr|hu, ‘2
(14)

1 + min
(aQPShRn* ‘2+1’ azﬂR|hU12+1) < 2R

=Pr 5
1+ alpE|hE|

arps|hr,.|” arprho, | 2
=Pr | min n2 s 21 <9|hE‘ + w1
azps|hg,.|” +1 aprlhu,|” +1
where 0 = 22R1a1pE and wy = 2271 _ 1 Next, PlsOP is rewritten as (15).

hg .|
R N B N
azps|hr,.|” +1

5)

A

o |2
x Pr M>9|h};‘2+wl
azprlhu,|” +1
B

We continue compute each component as (16) and (17)

(9|hE|2 +(.d1>
A=Pr |hRn*2Z 5 Ps < 012
a1ps — (9\hE| + w1) asps |hspl
o (0sf ) el o
4P ([ P2 : s> P
(al - (9|hE| —|—w1> ag) pI |hsp|
Az
0\hs|?
Ay =Pr | |hg,.|* > o] e Ahe* <o, |hspl” < 2
ps (a1 — |hg| 0as — w1a2) Ps
PI
i ’ Oy +
YT w
= 1-F dxd (17
b/fhsp2 (x)/f\hE\2 (y) |: |hRn* 2 (pS (al — y9a2 _w1a2)>:| xray

AE

N (—l)n_l K n(0y+wy) y
< >/e_ASRps(aleazyazm)_*Edy
0

0
N
(1 e p) 3
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where ¢ = “—992 Lett =2y/¢ — 1=y = (t +1)9/2 = dy = ¢/2dt, A; is given by (18).

N -1
A1=(1—e_f’S*ISP)Z< ]X )1/)(223

n=1

1 (18)
_ Gty n[0¢(t+1)+2wq]
X e 2 g AsrpPs[2a1 —0az(t+1)v—2agwi] (t

-1

Since it is difficult to derive a closed-form expression for (18), an accurate approximation can be achieved for
it. Using Gaussian-Chebyshev quadrature, we have (19)

Ay~ (1—6%”551))22( )W() h/1-¢& e )

2P)\g

_ a1—wia _ L (2p—1 _ (t+D)y [0 (t+1)+2w1]
where ¢ = #2442, &), = cos (%55 ) and g (z) = 2n T NsnpsRar—Oas(iD)o—dase]”

Next, As is calculated as (20)

(9|hE|2 —|—w1) lhsp|®

Z 2
(a1 — |hgl"0as — maz) pI

Ay =Pr [ |hg,. ? |hel® <, |hspl?

¥ o (20)
(O +w1)y
:/f|hE|2 () /f\hsp\"‘ (v) [1 ~ Blhp,. 2 <(a1 = Ganr — azer) pr dxdy
0 s
then, A, is calculated as (21).
N 71 1 A
N et
:712—:1< n ) AsPAE /e AE / ASP T )IASR)dxdy
¥ _ 21
ZN:< )( 1)"—1/6_;E< L n (02 +w,) ) . @D
N\ ) AspAp ) Asp (a1 —Oazr — aswi) prAsr
X e ;;' (AslP +(ﬂ1*9a;lﬂ(ﬂ(ix;r2111))ﬁl’\SR)dx
Lett =2z/¢p —1=>uz=(t+1)v¢/2 = dx = +/2dt, Ay is given by (22).
N N 1#(—1)"_1 1 Gt+Dv_pr(_a n(0(t+1)p+2w7)
Ay = Z B /{W*ﬁ (E+[2"'1_6"'2(t+1)1/’—2“'2“’1]/01’\SR)
n ) 2X\spAE
n=1 1 (22)

—1
><< 1 N n(0(t+1)yY+ 2w) ) i
Asp (2&1 — fas (t+1)1/172a2w1)p1)\53

Although, it is difficult to derive a closed-form expression for (22), we can obtain an accurate approx-
imation for it. Using Gaussian-Chebyshev quadrature, it can be obtained that

N V n—1
N m(—1 1—(2 _Cutbw pr=Ce)
T M @)

2VAspAEE (Cv)
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- 20—1 = . 1 n(0(x+1)+2w1)
where ¢, = COS( 12}\/ W) and = (x) - (E + [2ﬂ1—9a2($+1)¢—2a2;1]ﬂ1ASR)'

Substituting (23) and (19) to (16), A is given by (24).

2P\g
n=1p=1 (24)

n-l — (2 v DY _ prE(Cw
+zz< e

QVASPAE'—* (CU)

Ax (176 nsxsp)iz( )W( D™ \/@ 9(&)

n=1v=1

Next, B is calculated as (25).
arpr|hu, |° 2
B=Pr| ————F—— > 0lhg|"+w:
asprlhu,|” +1

0|hE|2 +UJ1
PR (al — |hg[*0as — w1a2)

=Pr | |hy, lhel> <

» ; (25)
T + w1
= 1-—F d
/f‘hEI2 (@) [ [ [ (pR (a1 — x0az — w1a2)>} !
P
1 / v PR(‘lelmj:é}Q*“HaZ) d
— 1 T
>\
0
The similar, using Gaussian-Chebyshev quadrature, B is given by (26).
v 2 _w(eat1) vl ) ]
B ~ /1 _ 2 2\p Ay, PRrI2a1 —¢(u+1)fag—2wiag 26
2ApQ q; e 1 20
where ¢, = cos (2;1@1 )
Finally, substituting (26) and (24) to (15), Pls OF s given by (27).
N Yr(—1)" 11— €2e~9(E)
PISOP::[—{ (1—6 F’S’\S‘P)ZZ( ) 2Phs
n=1p=1
N V -
22 R A o
n=1v=1 n 2V)\SP)\E‘_‘ (Cv)
w Z /1 — CQ ‘1’(2(;1;1 AUy PR[2ZT(*<'$(J;142$29212*2W1%]
2)\EQ
Let pg — oo, P97 is given by (28).
PSOPDO izz( >w22 nl\/17<2\/1*42
R AWV QAsPAEE (G) (28)

_(CutDw _ ¥(¢qt1)
X e 23 g A g
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3.2. Secrecy outage probability of U,
In similar way, SOP performance at user U, is expressed by (29)

PO =Pr(Cy < Ry)

1 1+ min (v, Y0, .0,)
=Pr| =lo ! <R
(2 B2 ( 1+ vge 2

29
=Pr (min <a2ps|hRn* 2, ang\hU2|2> < Ihg|” + w2> 29)
=1—-Pr (a2p5|hpm*\2 > ’19‘hE|2 + w2> Pr (ang\hU2|2 > 19|hE‘2 -‘rbdg)
D E
where ¥ = 228205 pp and wy = 2282 — 1.
After several steps, PQS OP can be obtained as (30).
n—1 _ nawg
PQSOP =1 >\U2 (1 —e ﬂspxlsp> Z ( ) Asr(=1) € SR
ﬁb)\E + )\U2 — )\SR + n/\Eaﬂ)
- (30)
)\SR ]‘)n —EL napr +pnln .
’ Z () R B g
SOP,c0 - .
Let psg — oo, the error floor Py is given by (31).
sop ol N\ Asr(—=1)" & A
pyoPee 1 2oRL D) SR (=2 31
2 ;(n ))\Eaﬁ)\spneE Z( )\E) ( )

4. NUMERICAL RESULTS
We set main parameters as: power allocation factor a; = 0.9 and target rates ao = 0.1. R; = Ro = 1.
SNR of interference from primary network p; = 15dB. SNR of eavesdropper pr = 1 dB. The channel gains

are Agp = 0.1, Asg = 1, Agp1 = 0.9, Agp2 = 0.6 and Agg = 0.1. Q@ = V = 1000. Figure 2 shows SOP
performance versus transmit SNR.

[ User 1 - Sim.
User 1 - Ana.

[ ] User 2 - SHm. [ oo e e crres e ’
User 2 - Ana.

— — — — Error Floor

10—5 I I I 1 1
0 10 20 30 40 50 60

Figure 2. SOP versus transmit SNR at BS

Bulletin of Electr Eng & Inf, Vol. 10, No. 2, April 2021 : 828 — 836



Bulletin of Electr Eng & Inf ISSN: 2302-9285 a 835

We consider many cases related to NOMA, OMA. As can be seen from such outage performance, the
error floor curves are very matched with exact curves at high p. Signal z; exhibits better SOP compared with
Z9, and it can be explained that different power allocated to each signal. The simulation results are also very
tight with the analytical results. Similar trend of SOP can be reported in Figure 3. Figure 3 depicts SOP curves
versus pr. When py is greater than 30 (dB), SOP curves meet saturation.

10°
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o
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Figure 3. SOP versus transmit SNR at BS

5. CONCLUSION

The paper studied cognitive radio using NOMA and relay selection. Secure performance is considered
as existence of an eavesdropper. Moreover, the exact SOP is derived for two destinations. The derivations and
analysis results showed that the proposed relay selection can effectively enhance the secure performance.
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